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Abstract

The rapid growth of extended reality (XR), encompassing technologies such as virtual reality (VR) and augmented reality (AR),
introduces unprecedented challenges in safeguarding personal user privacy. This study explores the extent to which XR eye-
tracking biometric technologies can compromise user anonymity and reveal private identities. Leveraging the GazeBaseVR
dataset (Lohr et al. in Sci Data 10(1): 177, 2023), which comprises extensive gaze data from hundreds of users, we extracted
a comprehensive set of gaze features—including fixation, saccade, and Savitzky—Golay—based velocity statistics, along with
position- and task-related measures—that capture the distinctive dynamics of individual eye movements. Using these features,
we trained a simple Multi-Layer Perceptron (MLP) classifier to identify individuals based on their unique eye movement
patterns. Our model achieved a high identification accuracy of 96.61% on identifying users while watching a video in a VR
environment, underscoring the severe privacy risks posed by XR technologies in their collection and processing of biometric
data. Beyond presenting these findings, this research highlights the broader implications of XR eye-tracking on user privacy
and advocates robust solutions to address these concerns. We urge technologists, policymakers, and privacy advocates to
collaborate in establishing comprehensive regulations and privacy-preserving mechanisms to mitigate the potential misuse of
XR biometric data. This work aims to inspire further interdisciplinary research to ensure that technological innovation does
not come at the expense of fundamental privacy rights.
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1 Introduction

Eye-tracking biometrics within extended reality (XR) envi-
ronments present a complex landscape of privacy risks that
require careful examination [2]. As users navigate these
immersive digital spaces, the collection of detailed biomet-
ric data - particularly through eye tracking - introduces both
promising opportunities and significant privacy challenges.
We are currently witnessing a surge in eye tracking technolo-
gies [3], as highlighted by industry’s recent investments in
XR wearables, such as Meta’s new AR glasses, the Orion,
which feature advanced eye tracking capabilities as their
main modus operandi. This increasing use of eye tracking
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in XR environments undoubtedly increases user interactions
but also raises privacy issues, as it enables unregulated, large-
scale user identification, it may be used to disclose a wide
range of personal information, including sensitive details
about individuals [4], and may also lead to potential surveil-
lance infringements [5].

The primary objective of this research is to demonstrate
the considerable risks associated with user de-anonymization
through the analysis of eye movement data, especially when
these data are collected within an XR environment. To
achieve this, we employed the comprehensive GazeBaseVR
dataset [1], which is well-suited for tasks involving eye
movement analysis. Subsequently, we designed and trained
a Multi-Layer Perceptron to accurately identify individuals
based on the unique patterns of their ocular activity, thereby
underscoring the potential privacy risks linked to the col-
lection of such biometric data. Our research demonstrates
the potential for significantly enhancing user identification
accuracy by combining high-resolution datasets like Gaze-
BaseVR with advanced data processing techniques. For
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instance, the application of the Savitzky-Golay filter [6]
refines velocity calculations, extracting meaningful metrics
that improve identification precision. In conjunction with
further feature extraction regarding gaze velocity and posi-
tional statistics, and with the use of appropriate machine
learning classification techniques, we have been particularly
successful in user identification. To our knowledge, this is the
first study to achieve such a high level of user identification
accuracy using eye movement data from a large sample of
approximately four hundred participants.

This achievement not only highlights the privacy risks
inherent in eye-tracking biometrics but also underscores
the urgent need for developing comprehensive strategies
and effective privacy-preserving measures to address these
risks in extended reality settings. Given the breadth and
depth of potential data misuse - ranging from personal
identification to profiling - future work should focus on mul-
tidisciplinary approaches that integrate technical, regulatory,
and ethical considerations. This comprehensive approach
will ensure that the integration of eye-tracking technolo-
gies into extended reality systems prioritizes user privacy
and security while continuing to drive innovation.

Our research contributes to this important discussion by
demonstrating a 96.61% identification rate based solely on
eye movement data collected during a VR video-watching
task, involving over four hundred individuals. These find-
ings highlight the real-world feasibility of eye-tracking as
a biometric identifier within extended reality environments.
Given the sensitivity of such biometric data, it is imperative to
update ethical standards surrounding the collection, storage,
and usage of eye-tracking information. Prioritizing informed
consent, employing anonymization protocols, and imple-
menting privacy-preserving mechanisms are essential steps
toward ensuring that future technological advancements do
not compromise individual privacy.

To address the limitations of prior research—which has
often been constrained by small cohorts (fewer than 100 sub-
jects) or relied on computationally intensive models that yield
lower identification rates—this work bridges a critical gap
by validating biometric identification at scale. We leverage
the GazeBaseVR dataset to demonstrate that high-accuracy
identification (96.61%) is achievable across a diverse popu-
lation of over 400 users. Central to our approach is a robust
feature processing pipeline that employs Savitzky-Golay fil-
tering to refine velocity estimates, from which we extract
a comprehensive vector of velocity, position, and fixation
statistics. By proving that a lightweight Multi-Layer Per-
ceptron (MLP) can leverage these engineered features to
distinguish individuals during passive video-viewing tasks,
we highlight a profound practical implication: the barrier to
entry for effective surveillance in the Metaverse is danger-
ously low, requiring neither sophisticated hardware nor active
user cooperation.
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The paper is organized as follows: Section 2 provides
the necessary background by reviewing previous research
on eye-tracking biometrics and identifying the gaps that our
study addresses. Section 3 outlines our experimental setup,
describing how we processed the GazeBaseVR dataset and
trained our Multi-Layer Perceptron (MLP) model to recog-
nize users. Section 4 reports our findings, with a specific
focus on how identification accuracy varies between passive
activities, like watching a video, and active tasks. Section 5
discusses practical ways to protect user privacy, suggesting
strategies that balance the need for anonymity with the util-
ity of eye-tracking features. Finally, Section 6 summarizes
our main conclusions, addresses the limitations of our cur-
rent approach, and offers recommendations for future work
in the field.

2 Related work

Research on privacy risks associated with eye-tracking bio-
metrics has consistently underscored the threat of user
identification in extended reality (XR) environments [2, 4].
In our review, we specifically focus on studies that employed
datasets collected through VR-based eye-tracking systems,
ensuring that comparisons reflect conditions most relevant to
XR applications (Table 1).

Prior work has demonstrated that eye movement features
such as saccades, fixations, and task durations can enhance
user identification accuracy [7], but these same features raise
concerns about the potential misuse of biometric information.
Some studies have been constrained by small sample sizes—
sometimes involving fewer than one hundred participants
[7, 8]-while others have not achieved the high identification
accuracy demonstrated in this work [1, 9-11]. For instance,
[7] emphasize the role of fixation and saccade durations in
differentiating users, while [4] highlight the broader risks
posed by large-scale eye-tracking data collection. Collec-
tively, these studies show both the promise of eye-tracking
for biometric applications and the privacy risks it entails.

The exploration of eye movements as biometric iden-
tifiers has progressed through several distinct phases of
maturity, yet prior efforts have frequently grappled with a
trade-off between dataset scale and identification accuracy.
Early investigations, such as those by Monaco et al. using
the EMVIC 2014 dataset, established the theoretical feasi-
bility of the concept but were hindered by low identification
rates (39.6%) due to lower-frequency trackers and basic sta-
tistical features [12]. While subsequent research by Rigas
et al. advanced the state-of-the-art significantly, achieving
88.6% accuracy, these studies were often constrained by
small cohort sizes—frequently fewer than 100 participants—
limiting the statistical power needed to assert the universality
of the privacy threat [11]. Recent advances in the VR domain,
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Table 1 Comparison of

. . . . Study Features Classifier Datasets Results

biometric identification

performance on VR-based Lohr et al. ES STAT VREM-R1 EER: 9.98%

eye-tracking datasets with more

than 100 participants Lohr et al. F, S RBF VREM-R1 EER: 14.37%
Monaco G, A STAT EMVIC 2014 IR: 39.6%
Rigas et al. F S, D MSF Own Dataset IR: 88.6%
Our Study F, S, SG, P, TP, TD MLP GazeBaseVR IR: 96.61%

Methods: RBF = Radial Basis Function Network, STAT = Statistical test,
MSF = Multi-score fusion, MLP = Multi-Layer Perceptron.

Features: F = Fixation; S = Saccade; D = Density maps; G = Gaze velocity;
A = Acceleration; SG = Savitzky—Golay velocity features;

P = Position statistics; TP = Target position statistics; TD = Task duration

such as those by Lohr et al. on the VREM-R1 dataset, intro-
duced ecologically valid constraints but reported error rates
in the range of 10-14% [1].

Our work explicitly targets these limitations. By utilizing
the GazeBaseVR dataset (N = 407) and refining the feature
extraction pipeline, we demonstrate a significant leap in per-
formance. The achievement of 96.61% accuracy in passive
video-viewing tasks not only outperforms these prior bench-
marks but does so on a dataset with more than 400 subjects.
This comparison underscores a critical evolution in the field:
the “uniqueness” of the oculomotor plant is not an artifact
of small sample sizes but a robust biometric trait that scales
with the population, rendering the privacy threat far more
acute than previously understood.

Beyond user identification, eye-tracking data has been
shown to reveal a broad range of sensitive personal attributes,
including age, gender, health conditions, sexual orientation,
interests, and decision-making patterns [13]. These insights
are derived from distinct gaze behavior metrics such as
gaze velocity, saccade latency, blinking rhythm, and pupil
size variation. While eye-tracking biometrics enable natural
interaction and immersive XR experiences [14], they also
expand the scope of privacy risks [5]. As [5] note, when
eye-tracking data is combined with other biometric or behav-
ioral indicators, it can support sophisticated user profiling
and unauthorized monitoring. Addressing these threats will
require the strict enforcement of privacy standards and the
development of privacy-preserving mechanisms that safe-
guard users while allowing the continued integration of
eye-tracking into XR systems.

3 Methodology

In this section, we detail the steps taken to investigate the fea-
sibility of user identification based on eye movement patterns
within XR environments. Our primary objective is to assess
the extent to which biometric information derived from eye
tracking can compromise user anonymity. To achieve this,

we first leverage the GazeBase VR dataset, a large and diverse
eye-tracking dataset collected in virtual reality environments.
We preprocess this data by applying the Savitzky-Golay
filter to enhance the quality and accuracy of velocity estima-
tions. Following preprocessing, we perform extensive feature
extraction, deriving velocity and position statistics as well as
fixation and saccade metrics that characterize individual gaze
behavior. These engineered features are then used to train
a Multi-Layer Perceptron (MLP) model designed for user
classification tasks. We evaluate the model’s performance,
focusing particularly on the video-viewing task, to measure
the precision and risks associated with biometric identifica-
tion in realistic XR settings. Throughout this process, we
aim to illustrate how advanced data processing and machine
learning techniques, when combined with high-resolution
XR eye-tracking data, can significantly erode user privacy
by enabling highly accurate identification.

3.1 The gazeBaseVR dataset

The GazeBaseVR is a large-scale, longitudinal, binocular
eye-tracking (ET) dataset collected at 250 Hz using a VR
headset equipped with eye-tracking capabilities. The dataset
includes 5,020 binocular recordings from a diverse sam-
ple of 407 college-aged participants. Each participant was
recorded up to six times over a 26-month period, perform-
ing a series of five distinct ET tasks: (1) a vergence task, (2)
a horizontal smooth pursuit task, (3) a video-viewing task,
(4) a self-paced reading task, and (5) a random oblique sac-
cade task. GazeBaseVR is well-suited for diverse research
applications involving ET data in VR, particularly in eye
movement biometrics, thanks to its extensive participant base
and longitudinal design. Additionally, the dataset includes n
participant details to support research on topics such as fair-
ness. [1].

The dataset’s high sampling frequency enables reliable
and accurate tracking of eye movements, which is critical
for identification and behavioral analysis. The variety of
visual tasks—ranging from vergence to reading and video-
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viewing—further enhances its applicability across different
research contexts, making it a replicable and generaliz-
able resource. These diverse tasks also allow researchers to
explore how eye-tracking data can be utilized for both iden-
tification and behavioral analysis under various conditions.

We selected GazeBaseVR specifically because it over-
comes the limitations of prior datasets in three critical
dimensions. First, with N = 407 participants, it provides
a population scale significantly larger than previous VR-
specific collections—which have often been limited to fewer
than 50 subjects. This extensive participant base enables us
to capture a wider range of inter-subject variability, ensur-
ing that our identification results are statistically robust and
not artifacts of a small cohort. Second, unlike desktop-
based trackers (e.g., the original GazeBase) that often operate
under restricted viewing conditions, GazeBaseVR captures
eye movements within an immersive head-mounted display
(HTC Vive Pro Eye). This distinction is crucial, as it ensures
high ecological validity by replicating the natural head and
eye dynamics users exhibit in authentic XR environments,
thereby allowing for a more accurate assessment of privacy
risks. Third, the scientific soundness of the data is under-
pinned by the rigorous technical validation performed by
Lohr et al. [1], who confirmed that the system’s spatial
accuracy and precision are sufficient for fine-grained oculo-
motor analysis. Crucially, the 250 Hz sampling rate exceeds
the Nyquist frequency required to reconstruct the ballistic
profiles of saccades, specifically their peak velocities and
acceleration onset, which serve as the most discriminative
features in our biometric pipeline. By utilizing a dataset that
captures these high-frequency dynamics across a longitu-
dinal span of 26 months, we ensure that our identification
model relies on stable physiological traits rather than tran-
sient sensor artifacts. For our study, GazeBaseVR was an
invaluable resource, providing a rich and detailed collection
of high quality, diverse data collected in a VR context. It
enabled us thus to evaluate identification models under real-
istic conditions and reinforced the reliability and relevance of
our findings. Additionally, the dataset’s distinction between
visual tasks provided deeper insights into eye-tracking bio-
metrics, further contributing to our understanding of their
applications and limitations. At the same time, the longitu-
dinal and multi-session nature of GazeBaseVR introduces
challenges in managing and processing such a large corpus.
These challenges are not unique to eye-tracking: scalability
issues such as random access patterns and computational con-
flicts are well recognized in large-scale data domains. Prior
comparative studies of regression-based approaches for scal-
ability analysis [15] similarly emphasize that the choice of
analytical methods has a direct impact on efficiency and reli-
ability when working with massive datasets.

@ Springer

3.2 Data processing techniques

The GazeBaseVR dataset was first processed to ensure that
the recorded gaze signals provided a clean and reliable
foundation for subsequent biometric analysis. A central com-
ponent of this stage was the use of the Savitzky—Golay filter,
one of the most widely adopted techniques for accurate
velocity estimation in eye-movement research [1]. This fil-
ter operates by fitting successive windows of adjacent data
points with a low-degree polynomial using the method of
linear least squares, which has the dual advantage of reduc-
ing random noise while preserving the essential structure of
the signal. In the context of eye-tracking, this is particularly
important because unprocessed velocity estimates are highly
sensitive to measurement noise, leading to unreliable detec-
tion of saccades, fixations, and other gaze dynamics.

The ability of the Savitzky—Golay filter to smooth data
without overly distorting the underlying movement trajectory
makes it especially suited for extended reality (XR) settings,
where head-mounted displays and complex stimuli often
introduce additional variability in gaze measurements. By
producing stable velocity profiles, the filter ensures that the
downstream extraction of features such as velocity statistics,
fixation rates, and saccade characteristics is based on a faith-
ful representation of user behavior. This direct connection
between data processing and user differentiation underscores
the importance of reliable preprocessing in XR biometrics
research. Integrity and accuracy in this stage are not only
desirable but fundamental, since any noise or distortion in
the input signal would propagate into later steps and degrade
identification performance. As highlighted in prior work [1],
the careful implementation of filtering standards provides
the stability necessary for eye-tracking biometrics to succeed
in differentiating between individuals, enabling both precise
biometric analysis and accurate identity recognition in XR
environments.

To mitigate sensor noise while preserving saccadic onset
characteristics, we applied a Savitzky-Golay filter to the raw
positional data. We utilized a window length of 7 samples
(corresponding to 28 ms at 250 Hz) and a polynomial order
of 2. Following smoothing, the gaze velocity was calculated
as the Euclidean norm of the horizontal and vertical velocity
components:

v(t) = /vx ()2 4+ v, (1)?

3.3 Feature extraction

Building on the preprocessed signals, we extracted a compre-
hensive set of features to characterize both the dynamic and
spatial dimensions of eye movements. From the smoothed
velocity profiles produced by the Savitzky—Golay filter, we
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calculated descriptive statistics including the mean, standard
deviation, and maximum velocity, as well as higher-order
measures such as skewness and kurtosis of the velocity dis-
tribution. These features capture distinctive patterns in how
users perform saccades-rapid, often involuntary eye move-
ments that have been shown to be highly individualistic [16].
The inclusion of skewness and kurtosis is particularly impor-
tant, as they highlight asymmetries and extreme values in
velocity distributions that simpler summary measures might
overlook.

In parallel, position statistics were computed, including
the mean and standard deviation of gaze coordinates in both
the X and Y dimensions. These features capture how long and
where individuals tend to fixate, thereby revealing spatial
tendencies and dispersion patterns in visual attention. For
tasks with defined target positions, we also computed the
mean and standard deviation of X and Y target coordinates
to assess how closely and consistently a user’s gaze aligned
with the task demands, which adds another dimension of
individual variation.

To further describe gaze behavior, we extracted saccade
and fixation metrics: the saccade rate, defined as the propor-
tion of samples above a velocity threshold, and the fixation
rate, defined as the proportion below. These measures provide
insight into how often and for how long each user engages
in exploratory versus steady gaze patterns [1]. Finally, task
duration was quantified by the total number of samples
collected in each trial, providing a contextual measure of
engagement and temporal behavior that, when combined
with the other features, contributes to the overall biometric
profile.

Together, these features form a multi-faceted represen-
tation of eye movement behavior. Velocity statistics capture
rapid and unique saccadic characteristics [ 16], position statis-
tics reflect fixation biases and spread, target-related measures
quantify alignment consistency, and fixation/saccade rates
describe the rhythm of visual exploration [1]. Task duration
then ties these elements together, embedding them within the
temporal context of the activity.

To capture the fine-grained temporal evolution of gaze
behavior during the task, we employed a high-resolution seg-
mentation strategy. Each recording was divided into N =
200 equal temporal portions, ensuring that transient dynamic
fluctuations were preserved rather than smoothed out by
global averaging. For each individual portion, we extracted
a vector of statistical features including the mean, standard
deviation, maximum, skewness, and kurtosis of the veloc-
ity distribution, as well as the mean and standard deviation
of gaze coordinates. The inclusion of higher-order moments
is particularly critical, as they quantify the asymmetry and
peak characteristics of saccadic profiles unique to each user.
These local feature vectors were concatenated with global

signal statistics to form the final input vector for the classi-
fier.

Rather than using fixed velocity thresholds (e.g., 30°/s),
we implemented dynamic per-trial thresholding to adapt
to varying noise levels across sessions. Saccade (7s,.) and
fixation (7'y;,) thresholds were defined relative to the global
velocity distribution of the specific recording:

Tsac = Mvel + 20yel, Tfix = fyel — 1Oyel

where [y and oye; denote the mean and standard deviation
of the velocity for the trial.

Importantly, this rich and diverse set of features allowed
us to achieve high identification accuracy (96.61%) even
when employing a relatively simple Multi-Layer Perceptron
(MLP) classifier. The fact that such a straightforward model
could leverage these engineered features so effectively under-
scores the discriminative power embedded in gaze dynamics
themselves. This finding illustrates that privacy risks do not
only emerge when applying advanced deep learning mod-
els, but can already be realized through carefully processed
and extracted features, reinforcing the urgency of addressing
eye-tracking privacy concerns in XR technologies.

3.4 Model architecture and training process

The extracted features were utilized to train a Multi-Layer
Perceptron (MLP) classifier. We selected this architecture
because it represents a lightweight, widely used neural net-
work baseline that can be trained efficiently while still
capturing non-linear relationships in the data. Our aim was
not to design the most complex or specialized model, but
to demonstrate that even with a simple and fast classifier,
eye movement features are sufficiently distinctive to enable
reliable user identification. Several candidate configurations
were tested, and the final chosen model offered the best bal-
ance between performance and efficiency. This baseline also
serves as a foundation for future work, where more sophis-
ticated deep learning models could be employed to push
accuracy further.

Model Architecture

The architecture of the MLP classifier (Figure 1) con-
sists of an input layer, three hidden layers, and an output
layer, with a skip connection between the input and output
layers to enhance learning efficiency. The input layer size
corresponds to the number of extracted features, including
velocity statistics, position statistics, and other derived met-
rics as mentioned in the previous section. The hidden layers
are structured with 64, 32, and 16 units, respectively, each
applying non-linear transformations to the input data. These
layers allow the model to learn and distill complex patterns
in the data.

@ Springer



76 Page6of11

A. Patergianakis, C. Lambrinoudakis

Input Features (feature vector) - -

Hidden Layer 1 — 64 units, ReLU

Hidden Layer 2 — 16 units, ReLU

<>( skip connection
@ ___________________ 1

Output Probabilities — Softmax over users

Fig.1 MLP model architecture

The skip connection links the input layer directly to the
output layer, bypassing the hidden layers. This mechanism
improves gradient flow, mitigates the vanishing gradient
problem, and enhances training efficiency, particularly in
architectures with multiple layers. The output layer size cor-
responds to the number of unique users in the dataset, with
each unit representing a specific user. A SoftMax activation
function is applied to the output to generate probabilities for
classification.

Training Process

The training process was optimized to ensure efficient
convergence and robust performance. The model was trained
using the Adam optimizer with a learning rate of 0.05, a com-
monly adopted optimization algorithm known for its ability
to manage sparse gradients and noisy data effectively. The
cross-entropy loss function was employed to minimize clas-
sification error, providing a probabilistic framework for the
model’s output. The training was conducted over 200 epochs
with a batch size of 256, which offered a practical balance
between computational efficiency and generalization. These
parameters were selected based on reasonable defaults and
adjusted empirically to achieve stable convergence. During
training, both velocity- and position-based feature vectors
were forwarded to the MLP, enabling the model to learn dis-
tinct patterns within these metrics.

3.5 Model performance

The MLP classifier achieved a test accuracy of 96.61%
when identifying users specifically in the video-viewing task,
demonstrating its capability to identify users based on eye
movement data. This task is particularly significant, as video
consumption is one of the most fundamental and ubiqui-

@ Springer

tous activities in virtual reality (VR). Whereas many XR
tasks are context-dependent or application-specific, video
consumption constitutes a ubiquitous and unavoidable form
of interaction, ensuring that the associated privacy risks apply
broadly across the user population. As a result, achieving
high identification accuracy in this setting indicates that the
privacy risk is not confined to specific use cases, but instead
represents a universal concern across XR platforms. This
performance highlights the model’s ability to process and
classify high-dimensional feature vectors effectively, under-
lining the potential privacy risks associated with eye-tracking
biometrics in extended reality platforms.

It is important to clarify that the unit of analysis for
this study is the complete recording session. For the video-
viewing task, this represents a duration of approximately
38 seconds—a timeframe comparable to a standard online
advertisement or a short VR cutscene. The feature vectors
described in Section 3.3 were constructed by concatenat-
ing the statistics of all 200 temporal segments into a single
input vector. This design ensures that our model captures
the unique spatiotemporal signature of the user’s attention
path throughout the stimulus. Therefore, the identification
accuracy of 96.61% demonstrates that users can be de-
anonymized with near-certainty after less than a minute of
passive content consumption. To ensure the transparency and
replicability of our results, we implemented a strict eval-
uation protocol. First, the dataset was partitioned based on
recording sessions: for each of the 407 users, the first two ses-
sions were utilized for training, while the third session was
held out exclusively for testing. This prevents data leakage
and tests the model’s ability to recognize users across dif-
ferent points in time. Second, the classification for each trial
was determined by the highest output probability (argmax) of
the Softmax layer. Finally, the confusion matrix presented in
Figure 2 was row-normalized, meaning the diagonal values
represent the Recall (true positive rate) for each user, ensur-
ing that the visualization is not skewed by class imbalances.
The metrics in Table 2 (Precision, Recall, F1) were computed
using macro-averaging, treating all users as equally impor-
tant regardless of sample size.

As shown in (Figure 2), the confusion matrix demonstrates
a strong diagonal dominance with minimal off-diagonal
elements, indicating high classification accuracy and low
inter-class confusion. This qualitative observation is quanti-
tatively supported by the results presented in (Table 2), where
the model achieves a precision of 0.9883, recall of 0.9696,
F1-score of 0.9746, and an overall accuracy of 96.61%.
These metrics confirm the model’s strong performance and
its ability to generalize effectively across a wide range of
classes.

The proposed model provides critical insights into the pri-
vacy implications of eye-tracking data. In particular, the high
identification accuracy achieved in the video viewing task
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Fig.2 Confusion matrix demonstrating model performance

Table 2 Performance metrics of

our model Metric Value
Precision 0.9883
Recall 0.9696
F1 Score 0.9746
Accuracy 0.9661

underscores that these risks are not limited to specialized
use cases, but extend to the most common and inevitable
forms of XR usage. This work establishes a strong founda-
tion for addressing user identification and privacy threats in
extended reality environments, highlighting the urgent need
for privacy-preserving measures in such applications.

4 Results

In this study, we successfully demonstrated that user iden-
tification based on eye movement data is achievable with
remarkably high precision, even among large user groups.
Although such high accuracy was attained only during the
video viewing task, this outcome aligns with the primary
objective of our research—to focus on the most common
and ubiquitous activity. By doing so, we aimed to highlight
the real-world privacy risks users face during everyday inter-
actions within XR environments.

However, data from the other, more specialized tasks
played a crucial role during the feature extraction and model
training phases, ultimately contributing to the high level of
accuracy achieved in the video-viewing activity. The suc-
cess of the video-viewing task can largely be attributed to
the predictable and uniform nature of its visual stimuli, as
all participants were exposed to the same video content. This

consistency led to more stable gaze behaviors across users,
resulting in clearer and more distinguishable biometric pat-
terns. Additionally, the structured format of the task—where
visual attention was typically directed toward a limited set
of screen locations—further enhanced the classifier’s ability
to identify unique user signatures with high precision. These
findings not only highlight the video-viewing task as a partic-
ularly effective context for biometric identification but also
underscore significant privacy implications, given the accu-
racy with which users can be recognized based solely on their
gaze data.

In contrast to the video-viewing task, user identification
performance was lower for other tasks, as anticipated. Activ-
ities such as horizontal smooth pursuit and random oblique
saccades yielded identification accuracies of 68.33% and
72.11%, respectively, highlighting the increased variability
in gaze behavior associated with these types of stimuli. Even
less consistent results were observed in tasks like self-paced
reading (57.37%) and vergence (43.82%), where gaze pat-
terns tend to be more individualized and unpredictable. These
lower accuracies are understandable, given the dynamic and
less uniform nature of the stimuli, which complicates the
extraction of consistent biometric signatures.

Despite the reduced identification performance in these
tasks, their inclusion proved valuable. The data collected
contributed important features during the feature extraction
phase, ultimately enhancing the model’s ability to generalize
and perform well in more structured and realistic scenar-
ios such as video viewing. By incorporating diverse eye
movement data across various tasks, the classifier was better
equipped to identify users with higher precision in contexts
where gaze patterns are more stable and representative of
real-world interactions.

The conditions and outcomes of this study closely mirror
real-world scenarios, where XR platforms are capable of col-
lecting diverse eye movement data from a broad user base.
Notably, the findings demonstrate that accurate user identifi-
cation can still be achieved using only a limited subset of data
gathered during a video-watching activity. This underscores
a critical privacy concern: anonymity within XR environ-
ments cannot be guaranteed unless deliberate measures are
implemented to mitigate the risks associated with the use of
eye-tracking data as a biometric identifier. The study thus
highlights the pressing need for privacy-preserving mecha-
nisms in the design and deployment of XR systems.

5 Mitigation strategies: balancing utility and
anonymity
The demonstration that eye movement patterns can serve as

reliable biometric identifiers necessitates a para-digm shift
in how XR systems handle gaze data. As the fidelity of eye
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tracking increases to meet the demands of foveated render-
ing and avatar realism, so too does the risk of unauthorized
profiling. To resolve this tension between performance and
privacy, we must move beyond binary access controls and
adopt granular privacy-preserving mechanisms. This section
outlines a tiered defense strategy, ranging from cryptographic
frameworks to signal obfuscation, designed to decouple the
utility of gaze data from its biometric distinctiveness.

5.1 Differential privacy frameworks

Differential Privacy (DP) provides a rigorous mathematical
guarantee that the output of an algorithm does not reveal
the presence or absence of a specific individual’s data. Two
specific frameworks have shown promise for eye tracking:

Kaleido: For real-time applications, the Kaleido mecha-
nism implements (e, w, r)-differential privacy [17]. It estab-
lishes a “trust boundary” between the eye tracker and the
application by applying noise to the gaze stream within a
temporal window w and spatial radius r. This satisfies the
property of geo-indistinguishability, preventing applications
from learning the exact high-precision location of the gaze
while still allowing for interaction with larger UI elements.

DPGazeSynth: For scenarios requiring data sharing (e.g.,
heatmaps), DPGazeSynth employs a generative model based
on Markov Chains to synthesize gaze paths. Instead of
transmitting raw coordinates, the system generates a syn-
thetic trajectory that mimics the user’s general attention but
removes the micro-temporal signatures (such as peak sac-
cadic velocity) that encode identity. Studies indicate this can
reduce identification rates from ~ 85% to ~ 30% while
retaining utility for foveated rendering [18].

5.2 Signal degradation techniques

Biometric identification relies on high-frequency, high-
fidelity signal features to distinguish unique physiological
traits. Consequently, reducing the signal-to-noise ratio—
effectively lowering the quality of the data available to
attackers—can effectively thwart these algorithms without
necessarily breaking the core interaction mechanics.

Temporal Down-sampling: Our study utilized 250 Hz data,
which is sufficient to capture the fine dynamics of saccades.
Reducing the sampling rate (e.g., to 30-60 Hz) destroys the
high-frequency velocity information required to calculate
peak saccadic velocity and acceleration, as these rates fall
below the Nyquist frequency needed to reconstruct ballistic
eye movements. While effective at reducing re-identification
risk [4], this trade-off must be managed carefully, as overly
aggressive down-sampling can introduce latency and motion
sickness in VR environments, degrading the immersive expe-
rience.

@ Springer

Noise Injection and Smoothing: Adding random Gaussian
noise to gaze coordinates or applying linear weighted average
smoothing can mask fixation stability features [19]. These
lightweight privacy mechanisms can prevent the extraction
of microsaccadic jitter, a key biometric trait, though excessive
noise may result in a “floaty” or unresponsive user experi-
ence.

5.3 Oculomotor plant modification

A more advanced defense involves modifying the data stream
to simulate a different oculomotor plant. By altering the bal-
listic profile of saccades—such as artificially clamping the
peak velocity or modifying the acceleration skewness via
percentile matching—a system could theoretically project a
“synthetic” biometric identity [20]. This approach targets
the underlying physiological “plant” characteristics used for
authentication, allowing the user to maintain precise gaze
control for interaction while presenting a false biometric sig-
nature to the tracking algorithm.

6 Conclusion

User identification through eye movement is an emerging
field with profound implications for extended reality (XR)
environments. While this study demonstrates high identifica-
tion accuracy, further advancements can be achieved through
improved feature extraction techniques from raw eye move-
ment data and the exploration of alternative machine learning
approaches to enhance the effectiveness of identification
mechanisms. For instance, recent facial-recognition work
shows that multi-scale feature fusion and spatial attention
can lift accuracy and robustness under challenging condi-
tions; adapting analogous fusion/attention architectures to
gaze sequences may help capture subtle spatio-temporal sig-
natures that current pipelines miss [21].

Furthermore, the findings of this study should be inter-
preted within the context of specific limitations. First,
regarding demographics, the GazeBaseVR dataset is com-
posed primarily of college-aged participants. Since ocu-
lomotor characteristics—such as saccadic latency and peak
velocity—can shift due to age-related physiological changes,
future research must validate these identification risks across
broader populations, including children and elderly users, to
ensure that privacy protections are universally effective. Sec-
ond, our model relied on high-fidelity data sampled at 250
Hz, which is sufficient to capture fine-grained micro-saccadic
dynamics. In contrast, current mass-market consumer head-
sets often operate at lower frequencies (60-90 Hz), effec-
tively "smoothing" the gaze signal.

While this signal degradation may currently offer a tem-
porary layer of hardware-based anonymity, this barrier is
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likely to erode as consumer hardware specifications improve.
Finally, the privacy threat is highly context-dependent: while
we observed near-perfect identification during passive video
viewing (96.61%), accuracy dropped significantly for cog-
nitively active tasks like self-paced reading (57.37%). This
indicates that user vulnerability is not static, but fluctuates
depending on the nature of the XR interaction, with passive
entertainment posing the most acute risk

Ongoing research should place strong emphasis on the
development of ethical data usage frameworks and robust
privacy protection measures, ensuring that biometric identi-
fication in XR is aligned with user rights and data protection
standards. Examining the implications of eye-tracking bio-
metrics in the context of extended reality (XR) extends
beyond technical innovation and requires a critical focus
on privacy and security considerations. While eye-tracking
technology enhances our understanding of user attention and
interaction patterns within XR environments, it also intro-
duces significant risks related to the collection of sensitive
behavioral data—often without explicit user consent. This
potential for covert data gathering amplifies user vulnera-
bility to breaches, emphasizing the urgent need for secure
system architectures that prevent unauthorized access and
misuse of biometric information. Moreover, eye-tracking
data may facilitate layered profiling techniques, such as bias
detection based on gaze patterns. As noted by Lohr et al. [1],
developers and applications may use these insights to infer
personal predispositions or preferences, raising additional
ethical concerns around manipulation and discrimination.
These emerging threats underscore the necessity for compre-
hensive privacy safeguards and ethical design principles in
XR systems. It is imperative to establish rigorous guidelines
and protective frameworks that govern the deployment of bio-
metric technologies—ensuring that user rights and autonomy
remain central in the evolution of XR applications.

To address the significant privacy concerns associated
with eye tracking biometrics, it is imperative that devel-
opers implement robust data encryption and anonymization
techniques within extended reality environments. Such mea-
sures can safeguard sensitive information against potential
cyber threats and unauthorized access, ensuring that user data
remains protected. Additionally, implementing transparent
data usage policies and obtaining explicit consent from users,
before collecting eye movement data, can foster trust and
compliance with privacy regulations. Moreover, researchers
and developers should work collaboratively on establish-
ing industry standards that prioritize ethical data handling,
focusing on methods that limit the potential for misuse of
biometric information. These standards must emphasize a
balance between leveraging the technological benefits of eye
tracking for enhanced user experiences and upholding the
privacy rights of individuals in virtual spaces.

Various mitigation techniques have been proposed, lever-
aging differential privacy [5, 22], Gaussian noise addition
[4, 18], Temporal down-sampling [4] and k-anonymity
[2]. In related biometrics, complementary strategies have
emerged; for example, a GAN-blockchain framework gen-
erates privacy-preserving synthetic faces while providing an
immutable audit layer. Although conceptually distinct from
gaze data, referencing such approaches helps situate eye-
tracking within the broader privacy-preserving biometrics
landscape and highlights domain-specific trade-offs [23].
And while certain researchers have used additional eye move-
ments like blinking to create authentication systems like
“BlinKey” [24], others have focused on addressing privacy
challenges. For instance, the DPGazeSynth framework offers
a promising solution by employing differentially private data
synthesis to protect eye-tracking information in virtual real-
ity environments [18]. This approach balances the need for
data utility with stringent privacy requirements by utilizing
a semi-synthetic method based on the Markov Chain model.
The framework’s robust privacy guarantees outperform pre-
vious solutions, such as Kaleido [17], ensuring that sensitive
biometric data remains secure while maintaining functional-
ity.

It remains essential to advance privacy-preserving mech-
anisms from a technical standpoint to protect user data
without impeding innovation in extended reality (XR) envi-
ronments. Future research should prioritize the design of
robust privacy frameworks that integrate advanced crypto-
graphic techniques—such as differential privacy and fed-
erated learning—to enable secure data processing without
compromising system functionality. At the same time, recent
reviews caution that federated learning introduces its own
attack surface (e.g., poisoning and malicious clients) and
non-IID challenges; coupling FL. with IDS-style defenses
and careful feature engineering will be essential for secure
deployment in XR eye-tracking [25]. The development of
standardized privacy protocols for XR platforms could fur-
ther establish a baseline for user protection, promoting
industry-wide accountability and interoperability. Equally
critical is the adoption of user-centric approaches, including
real-time privacy controls, informed consent mechanisms,
and transparency tools, to empower individuals with agency
over their eye-tracking data.

Addressing the multifaceted challenges of biometric iden-
tification in XR will require sustained collaboration among
engineers, designers, ethicists, policy makers and regulators
to create systems that are not only technologically sound but
also compliant with legal frameworks, ethically responsible
and socially acceptable.

Finally, research should also explore the potential risks of
adversarial attacks on eye-tracking data and develop coun-
termeasures to mitigate these threats. By fostering a holistic
and collaborative approach, the field can ensure that XR tech-
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nologies continue to evolve in a manner that respects and
protects user privacy while unlocking their immense poten-
tial for innovation and utility.
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